The ultimate
Consent Dialog ‘
Checklist

According to Guidelines for digital services of the German data protection supervisory authorities version

1.2 the following 14 points must be observed when using consent dialogs on websites according to German

and European law:

Design and function

[

The rejection of all consent-requiring accesses must be possible at the highest level.

"The option to not grant consent must be presented as an equivalent alternative to the 'Grant
Consent' option. This can be assumed if, for example, a button 'Continue without consent'that is
comparable in size, color, contrast, and font is located next to a 'Grant Consent' button."

[

All buttons must be recognizable at a glance. "This must be ensured regardless of the screen size of
the end device used."

"Access to the Imprint and Privacy Policy must not be hindered by the consent banner."

A subsequent revocation must be easily possible on the website via a always visible direct link or a
floating icon that immediately leads to the relevant setting options.
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For every change to tags and/or cookies, "consent must be obtained again”.
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https://www.bfdi.bund.de/SharedDocs/Downloads/DE/DSK/Orientierungshilfen/OH_Digitale-Dienste.pdf?__blob=publicationFile&v=1
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First level information

[ ] It must be recognizable that two consents are being granted - one based on Section 25 (1) of the
TTDSG and one in accordance with Article 6 (1) lit. a) GDPR, i.e., for the use of cookies and for data
processing processes.

On the first level, the following information is required

[ ] concrete information about each individual purpose (no vague or general statements such as: "To
provide you with a better user experience, we use cookies"),

[ ] ifindividual profiles are created and enriched with data from other websites to create
comprehensive usage profiles,

[ ] if datais also processed outside the EEA and

[ ] to how many controllers the data will be disclosed.

Detall level

[ ] Cookies and processing processes must be assigned to the correct purposes:
e There must not be any uncategorized cookies! -

e Only services that serve the immediate user interest may be categorized as absolutely
necessary.

[ ] "Users[must] receive knowledge about who accesses their device, in what form, for what purpose,
what functional duration the cookies have, and whether third parties can access them." However, a
list of individual cookies is not required.

[ ] The use of Google services may only occur after consent has been given
e The Google tag must not be triggered with the "Initialization - All pages" trigger.

e The extended consent mode contradicts the GDPR.

The contents have been carefully researched, nevertheless, no liability can be assumed for their accuracy, completeness, or
timeliness. They do not replace individual legal advice.
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